Smart MDM

YnpaBreHne MobunbHbIMM
yCTpOUCTBaMW

AgpgpekmusHo, 6e3onacHo,
npubbInIbHO

Mpy ynpaBneHnn ycTpomcTBaMu pagvocBa3v Nofb3oBaTenb MOXET
CTOJIKHYTbCA CO MHOXECTBOM MPOGNEM: Kak mporpaMMuMpoBaTh Wiu
0GHOBMATL paguocTaHLmn C HaVMEeHbLLIMMMU BPEMEHHbLIMU Pt
3aTpaTamu, kKak obecneunTb 6e30MacHOCTb MOAKIIOYEHUs ceTel
Wi-Fi n BT-akceccyapoB, kak O4MCTUTb NaMsiTb PaaMoCTaHumm U T. 4.

34ecb 1 NpMxoauT Ha NnoMoLLb cuctema Smart MDM. Www.hytera.com



OOwue ceBegeHnsA

Smart MDM — 370 cucTema ynpaeneHust MynbTUPEXVMHBIMU TMOpUAHBIMU
TepMuHanamu, obecneyvBaroLLas Takue BO3MOXHOCTU, KakK AUCTaHLMOHHOE

nporpammMmupoBaHue, ANCTaHUMOHHOE obHOBNEHNE I'IpVIJ'IO)KeHVIVI
1 nporpammHoOro obecneveHust n BeaeHune CnuckoB paspeLlleHHbIX
I'Ipl/lJ'lO)KeHI/II;I n coeguHeHui. Cuctema nossonsiet nporpaMmMmupoBaThb

n MoAepHU3npoBaThb yCTpOI;ICTBa y3KOI'IOJ'IOCHOI7I pagnoceA3n N HaTelbHbIe
Kamepbl, a TaKxe ynpowaeTt U yCckopdaeT ynpasneHue paanoCTaHuuamMU,
MWUHUMUN3NPYA PUCKN KaK A4 nonb3oBartend, Tak u Ana yCTpOI7ICTBa.

B coctaB Smart MDM BxoaaT KnueHT agMmuHucTpatopa, cepsep MDM
1 npunoxenune IDS (MHTErpMpoBaHHbIN KNUEHT yrpaBrneHns).

KnueHT agmuHucTpaTopa: nepegada KomMmaHpg ynpaeBnieHua W 3afad,
BKnoYaa 3agadyn nporpaMmmupoBaHu4, o6HOBNEHMS, ynpasneHuna Kn4yamvu
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n beHKLl,I/IFlMI/I, YCTaHOBKU NPUINOXXEHUW, 06p660TKM CbaI/IJ'IOB nT. o.
Cepsep MDM: xpaHeHune nHgopmaLmm o6 OCHOBHbIX pecypcax v 3anucem
C yCTpOI7ICTB, nepefgadya 3agady U KOMaH4, pes3epBupoBaHMe OaHHbIX
paguocTaHumi. -
IDS: aBTOMaTU4ECKOE BbINOMHEHNE 3aady OT agMUHUCTparTopa.
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Mpunoxetve IDS
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BecnpoBoaHoe ynpaBrieHue

Smart MDM no3BonsieT nporpammmnpoBaTh U 06HOBRATH
MYNbTUPEXUMHbIE TMBpUaHbIE TEPMUHANbI, HAX0ASLMECS
B nto6om mecTe, rae goctynHel cetn 3G, 4G nnu Wi-Fi.
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MakeTHOE nporpamMmmMmumpoBaHue

MynbTupexumHble rubpuaHbie TepMuHansl Ha 69-96 %
coKpaLlalT BpeMsi, Heobxoanmoe Ans NporpaMMUpOBaHUsI.
Smart MDM nepepfaet 3agady Ha pagMocTaHLUmio NocpeacTBOM
cetert 3G, 4G unn Wi-Fi, a paguoctaHLmsi aBToMaTUYeCKN
BbIMOJHSIET €e.

[ns y3KOnonocHbIX pagnocTaHumMin Bpemsi, Heobxogumoe Ans
nporpammupoBaHusi, cokpatyaetcs Ha 69-81 %. Smart MDM
nepepaet 3afavy Ha IDS, a paguocTtaHuus, noaknovaemast
K IDS, NpvHMUMaET 1 BbINONHSIET ee.
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YHpaBneHMe NMPUNOXeHNAMU

Smart MDM KOHTponupyeT YCTaHOBKY W yaaneHue npunoxeHui
C Ucnornb3oBaHem cnucka 6noknpoBok. ATOT CMMCOK
hopmupyeTcs M3 nepedHel NPUIOKEHWA, 3anpeLleHHbIX

K ycTaHOBKe 1 yaaneHwuto. MNonb3oBatenu pagnoctaHuum

He MOryT yCTaHaBnvBaTb NPUIOXKEHUS1 U3 NEPBOro Cnncka

1 yaansitb NPUNOXeHUs 13 BTOPOTo.

BecnpoBoaHoe nNporpammMuMpoBaHue
(OTAP)

Smart MDM no3BonsieT nporpaMmMnpoBaTh paguMocTaHunm
TETRA no 6ecnpoBogHoi cBa3n. PacnonoxeHune
pafgmocTaHUMI He urpaeT posu: A0CTaTOMHO NOAKIIOYUTL OOHY
paguocTaHumio k IDS ans otnpaeku komaHg 6ecnpoBogHoOro
nporpamMmMupoBaHums.
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YnpaBneHue cocTosiHMEM paguocTaHLumn

Smart MDM no3BonsieT oTcrnexuBaTtb COCTOSIHUE aHTEHHbI
M aKKyMynsiTopa, NPUrogHOCTb CUCTEMbI M EMKOCTb XpaHunuia
anst obecneveHns ahHEKTUBHOCTU paanoCTaHLMA.

Be3onacHocTb cBA3U

HaHHble Bcerga wudpyoTcs. PyyHasa ayTeHTudukaumns
rapaHTMpyeT 6e30nacHOCTb CBA3N MEXAY MYbTUPEXUMHBIM
rmbpuaHbIM TepMuHanom u Smart MDM, a rubpugHoe
LWnMdppoBaHue 3almaeT KoHuaeHumanbHble AaHHble.



[ pon3BoauUTENTbHOCTb CUCTEMDbI

O6bexT OpvH cepsep Heckonbko cepsepoB
Mpo6Hasa nuueHans 90 aHeit 90 gHew
AamuHucTtpatop: 1 AnmuHucTpaTop: 1
Monesosatent Onepartop: 1 @ Onepartop: 1 ©
MynbTYpeX1MHbIA TMBPUAHBIA TepMuHan @ 3000 100 000

O,qHOBpeMeHHOe BblIMONHeHWe 3agad

(o GecnposoAHoi casaM) MynbTMpeXxuMHbIA rnbpuaHbIi TepmmHan: 150 MynbTMpeXx1MHBIA rMBpuaHbIi TepmuHan: 5000
IDS © 100 100
MynbTUPEX1MHBIVA TMBPUaHBIA TepMuHan: 24 MynbTUPEXVMHBIVA TMEPUAHBIN TepMuHan: 24
Verporcrea, noaoizeue K DS EEnu bl e
Bupeopeructpatop: 20 Bupeopervictpatop: 20
Y3KONoNoCHbIe paguoCTaHLMN U akceccyapbl HeT orpaHuyexuia HeT orpaHuyexuin

(1] Mo ymon4aHuio — 1, MOXHO YBENUYUTbL 3a CYET NULIEH3NN.
@ Mo ymonuaHuio — 0, MOXHO YBENUUUTL 3a cYeT nuueHann. Smart MDM pekoMeHayeTcsi K UCnonb3oBaHuio npu konudecTse Gonee 300.
(3] Mo ymon4aHuio — 1, MOXHO YBENUYUTbL 3a CYET NULIEH3NN.

CuctemHble TpeboBaHu4
O6opynosaHue

O6bekT Cepeep MDM CraHuua agmuHuctpatopa/lIDS
Windows Server 2008, 64-pa3spsigHas Bepcus Windows 7, 32-/64-paspsigHas Bepcusi

OnepauuoHHas cuctema Windows Server 2012, 64-paspsigHas Bepcust Windows 8, 32-/64-paspsigHas Bepcusi
CentOS 6.5, 64-pa3psaHas Bepcusi U HoBee Windows 10, 32-/64-pa3psigHas Bepcusi

Mpoueccop LecTb 1 Gonee sipep [Ba v Gonee anep

OnepaTtuBHas Nnamsits 16 GaiiT unu GonbLe 4 I'6anT unu Gonblue

[Ovck 1,2 T6anT unm GonbLe 500 F6anT unm GonbLue

CerteBast kapTa 1000 M6uT/c 100 M6uT/c unu GonbLue

MporpammHoe obecneveHne

OnepaLumoHHas cuctema MakeT nporpamMmmHoro obecneyeHus

Windows Cepsep MDM, knnmeHT agMuHucTpatopa, IDS

Linux Cepsep MDM, 6a3a AaHHbIX
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